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FBI and Partners Issue National Public Safety Alert
on Financial Sextortion Schemes

Over 3,000 minor victims targeted in 2022 across the
United States

The FBI, in partnership with Homeland Security Investigations and the National
Center for Missing and Exploited Children, is issuing a national public safety
alert regarding an explosion in incidents of children and teens being coerced
into sending explicit images online and extorted for money—a crime known as
financial sextortion.

Over the past year, law enforcement has received over 7,000 reports of

online financial sextortion of minors, involving at least 3,000 victims, primarily
boys, and leading to more than a dozen suicides. A large percentage of these
sextortion schemes originate outside of the United States and primarily in West
African countries such as Nigeria and Ivory Coast. The FBI and our partners
implore parents and caregivers to engage with their kids about financial
sextortion schemes to prevent them in the first place.

“The FBI has seen a horrific increase in reports of financial sextortion schemes
targeting minor boys—and the fact is that the many victims who are afraid

to come forward are not even included in those numbers,” said FBI Director
Christopher Wray.

Financial sextortion schemes occur in online environments where young people
feel most comfortable —using common social media sites, gaming sites, or video
chat applications that feel familiar and safe. On these platforms, online predators
often use fake female accounts and target minor males between 14 and 17
years old, but the FBI has interviewed victims as young as 10.

Through deception, predators convince young victims to produce an explicit
video or photo. Once predators acquire the images, they threaten to release the
compromising material unless the victim sends money or gift cards. Often the
predators demand payment through a variety of peer-to-peer payment applica-
tions. In many cases, however, predators release the images even if payments
are made. The shame, fear, and confusion that victims feel when they are caught
in this cycle often prevent them from asking for help or reporting the abuse.
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What if you or your child is a victim?

THE OUTREACH

Young people who are being exploited are victims of a crime and should report it. Contact your local FBI field office,

call 1-800-CALL-FBI, or report it online at tips.fbi.gov.

The National Center for Missing and Exploited Children has a number of suggestions for parents, guardians, and

young victims of sextortion, including:
* Remember, the predator is to blame, not your child or you.

® Get help before paying money or otherwise complying
with the predator. Cooperating or paying rarely stops the
blackmail and continued harassment.

® Report the predator’s account via the platform’s safety
feature.

® Block the predator, but do not delete the profile or
messages because those can help law enforcement
identify and stop them.

* Let NCMEC help get explicit images of the victim off the
internet.

® Visit missingkids.org/IsYourExplicitContentOutThere to
learn how to notify companies or visit cybertipline.org to
report to us for help with the process.

® Ask for help. This is a complex problem and may require
help from adults or law enforcement.

* Youth who don’t feel they have adults in their corner can
reach out to NCMEC for support at gethelp@ncmec.org
or by calling 1-800-THE-LOST.

® Adults should take a moment to learn how sextortion
works and how to talk to their children about it. Information,
resources, and conversation guides are available at

fbi.gov/sextortion.

FBI Signs Agreement with Hispanic Association of Colleges and Universities

The FBI and the Hispanic Association of Colleges

and Universities recently signed a memorandum of
understanding to acknowledge their relationship and to
encourage more cooperative activities between the two
organizations.

HACU represents more than 500 colleges and universities
committed to Hispanic higher education success in the
United States, Puerto Rico, Latin America, Spain, and
U.S. school districts. The FBl is an intelligence-driven

and threat-focused national security organization with
both intelligence and law enforcement responsibilities.
The FBI’'s mission is to protect the American people and
uphold the Constitution of the United States.

“I am honored to sign this agreement on behalf of the FBI
and to acknowledge the vital work of the HACU on behalf
of Hispanic students,” said Cathy L. Milhoan, the assistant
director of the FBI’s Office of Public Affairs. “We are
striving to be more representative of the people we serve,
which we can only do through a more diverse workforce.
Our employees will be enriched through exposure to

the broad cultural spectrum these students represent.
Hopefully, these students will see the benefits and appeal
of joining our dedicated ranks.”

“HACU is pleased to enter into this agreement to help
provide career opportunities within the FBI to students
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from Hispanic-Serving Institu-
tions,” said Antonio R. Flores,
president and CEO of HACU.
“It’s vital that we build a strong
talent pool to fill critical roles
within the federal government
and that reflect the future
workforce of this nation.”

Under the MOU, the FBI

will share information with
HACU about a variety of FBI
internships and programs
open to college students, as
well as hiring opportunities for
seniors and recent graduates.
In addition, the FBI will provide
more in-depth information to
HACU institutions about FBI
careers, the application pro-
cess, eligibility requirements,
and about the FBI’s mission.
The FBI will also participate in job fairs with HACU.

HAGCU

H ISP ANTITC

ASSOCIATION
OF COLLEGES &

UNIVERSITIES

HACU will promote information about the FBI’s mission
and careers and invite the FBI to participate in public
policy forums, lectures, presentations, conferences, and
other events. B
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Trailblazing: FBI Invesis in AfroTech
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at the AfroTech Conference, which was held Nov. 13-17, in Aus
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The 15 FBI representatives sported matching FBIlJobs x AfroTeti:: polos to dlstlngug thems
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AfroTech is the largest Black technology conference

that connects the global community of emerging and
established Black technology innovators. The FBI was the
only government agency at the 2022 conference held in
November in Austin, Texas. With over 25,000 participants
at AfroTech, the FBI recognized the conference would be
invaluable for recruiting technical and cyber talent.

The FBI was represented by 13 employees who are Black
technology and cyber subject matter experts, including
cyber agents, computer scientists, and IT professionals
from across the Bureau. For the first time, two Honors
interns also attended. The conference demonstrated how

THE OUTREACH

Texas.

Black technology intersects with
national security and enabled
conference goers to see the
Bureau as a place where they
would be valued and appreciated
for their skills and perspectives.

The FBI hosted the “FBI x

AfroTech: Major Case” event

to challenge attendees to

apply their knowledge in cyber

scenarios they might encounter

in a career with the FBI. The

| challenge gave participants an

: é opportunity to experience how
they could use their cyber and

technology skills at the FBI to

solve cases and advance our

mission. Over 700 AfroTech attendees expressed interest

in learning about FBI careers, of which 8 percent were

intern level, 25 percent were early career, 45 percent were

mid-career, and 22 percent were senior career.

The FBI's Employer Marketing and Strategic Recruitment
team will use the “Let’s Keep in Touch Campaign,” which
uses innovative engagement opportunities to convert
attendees to employees and FBlJobs enthusiasts.

The Bureau continues to secure its future by focusing on
purposeful, thoughtful, and interactive ways to engage
with diverse communities. l

AfroTech attendees challenged themselves with three case scenarios
and learned about FBI trivia. Participants also discussed the 100 years
of African American Special Agent History.
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Jessica Moore, a Management and Program Analyst in the FBI’s
Information Technology Applications and Data Division, shared how
her experience as a Black woman in tech led her to choose a career
with the Bureau.



The FBI National Citizens Academy Alumni Association
recently convened a task force of national and chapter
board leaders to create a comprehensive blueprint for
developing outreach programs that support the FBI in
fighting human trafficking.

Phase one of the Stop Human Trafficking toolkit, which
will be released in the first quarter of 2023, provides
information, planning guides, case studies, templates, and
other resources to help FBI Citizens Academy program
alumni plan, organize, and launch outreach programs.

“Human trafficking is a horrific crime. Traffickers target and
illegally exploit vulnerable children and adults from all walks
of life. They use violence, coercion, and fraud to manipulate
and control victims. No community is immune from its
consequences,” said Karen Corrigan, president of the
FBI National Citizens Academy Alumni Association. “Our
goal is to support the FBI in its efforts to recover victims,
investigate the traffickers, and bring them to justice.”

The Stop Human Trafficking program will show members
how they can support the FBI in fighting human traf-
ficking and provide them with tools to rapidly organize
outreach, education, and survivor recovery events in
their communities.

Components of the toolkit include:

¢ Human Trafficking Outreach Workbook. The
workbook provides a summary overview of human
trafficking crimes in the U.S., addressing the scope
of the problem, types of trafficking, statistics, and FBI
priorities and initiatives. It also includes a planning
guide for developing outreach programs in partnership
with FBI field offices. Case studies will showcase
successful human trafficking outreach initiatives and
facilitate sharing of best practices across chapters.
The workbook will also include a directory of human
trafficking publications, websites, organizations, and
other resources.

e Customizable Communications Templates. These
sample media alerts, social media posts, blog posts,
email communications content, and customizable
artwork for posters, flyers, billboards, and digital
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A National Initiative to Stop Human Trafficking

content will help chapters more rapidly craft and bring
to market target messaging for core audiences.

¢ Fundraising and Grants. The toolkit will also include
guidance for developing sponsorships, seeking grants,
and organizing fundraising events to support human
trafficking awareness and prevention programs. As
nonprofit organizations, local chapters will use the
funds to cover the cost of event venues and program
expenses, as well as to support organizations that
help human trafficking survivors.

e Education for Chapter Leaders. Beyond the material
components of the toolkit, this program will deliver
continuing education for chapter leaders, including
a national FBI briefing on human trafficking crimes
in the U.S., a human trafficking workshop at the
FBINCAAA 2023 National Leadership Conference in
Boston (June 28-30), and webinars on best practices
in human trafficking community outreach.

“Development of the national Stop Human Trafficking
program was made possible by Rami Fakhoury, founder
and managing director of Fakhoury Global Immigration,
who provided a grant for its development,” Corrigan
said. “Mr. Fakhoury is a 2014 graduate of the FBI Detroit
Citizen Academy program and an active civic leader.

We are grateful for his vision and commitment to helping
trafficking victims.” l

About the FBI National Citizens
Academy Alumni Association

The FBI National Citizens Academy Alumni Association
(FBINCAAA) is a 501(c)(3) nonprofit, all-volunteer
organization that works in partnership with the FBI to
promote public safety and security through community
engagement, education, and outreach initiatives.
Founded in 2005, the national organization provides
training, resources, and governance oversight for
nearly 60 local FBI National Citizens Academy Alumni
Association chapters representing more than 53,000
business, civic, religious, and community leaders
across the U.S., Guam, and Puerto Rico.
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The FBI's Commitment to Victims of Crime

-

For t_he pas.t 21 years the VICtI_m The FBI’s victim assistance program workforce includes victim specialists, child/adolescent
Services Division has served its forensic interviewers, victim services coordinators, operational psychologists, and staff that

mission to inform, support, and assist manages the administrative functions of the team.
victims in navigating the aftermath ' ‘ g
of crime and the criminal justice

process with dignity and resilience.

Formerly known as formerly the

Office for Victim Assistance, VSD’s

workforce of over 260 professionals

works tirelessly to ensure a sense of

empowerment, dignity, and justice for

all victims. VSD has provided direct

services to over 2 million victims

since 2001.

Deployable Resources

VSD offers several deployable

resources that work in and with

communities following a crisis or mass causality event. The Victim Services Response Team, for example, has responded to
36 mass casualty incidents since 2005, including the recent Tops Market shooting in Buffalo, New York; the Robb Elementary
School shooting in Uvalde, Texas; and the Fourth of July Parade shooting in Highland Park, lllinois. The team provides direct
services to victims and offers aid to local law enforcement. The assistant director of the VSD deploys the team immediately
after a crisis at the request of the special agents in charge of field offices. VSD’s Crisis Response Canines is another deploy-
able resource that supports victims, often by helping them engage with law enforcement and in prosecutorial processes.

Specialized Resources

VSD also offers specialized resources to federal, state, local, and tribal partners. For example, VSD manages the Child
Pornography Victim Assistance program, through which new victims are identified and subsequently contacted by
victim specialists and offered services. VSD also provides trauma notification training for local law enforcement and first
responders, providing instruction on how to conduct death notifications.

The most important resource VSD provides, however, is the
expertise of its employees. All VSD victim service providers—victim
specialists, child and adolescent forensic interviewers, victim
services coordinators, child victim program advisors, operational
psychologists, and CRC handlers—have experience working with
people of various cultures and backgrounds and have a minimum of
three years’ experience working with victims prior to joining the FBI.
They are strategically located throughout the country and supported
by an exceptional team of professional staff, program managers, and
supervisors who ensure they receive the guidance, resources, and
oversight needed to accomplish the mission.

For more information about the FBI’s victim services, please visit: Wally and Gio, two English Labrador Retrievers, are the FBI's

www.fbi.gov/how-we-can-help-you/victim-services. crisis response canines. Since 2015, the pair have been
working steadily by visiting hospitals and supporting command

posts by helping to console victims and first responders.
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FBI Richmond and Virginia Commonwealth University Join Forces for the
First-Ever STEM-Focused Collegiate Academy

LRI A \
Staff from FBI Richmond shared information on the different career
pathways available to Bureau employees.

Fifty students from Virginia Commonwealth University re-
cently graduated from FBI Richmond’s Collegiate Academy.
Hosted by VCU'’s Forensic Science Department, this was
the FBI’s first-ever academy program with an emphasis on
science, technology, engineering, and math.

The four-week program featured multiple FBI briefings,
hands-on activities, roundtable discussions, and one-on-
one conversations with Bureau personnel. The academy
culminated with a graduation ceremony on Nov. 8:
National STEM Day.

FBI Columbia Launches Mentoring Program at

“Our students left with professional contacts, hands-on

experience, and broad exposure to careers within the
FBI—not to mention a renewed sense of excitement
about their majors and their forthcoming careers.”

Tracey Dawson Green, Ph.D.,
professor and chair of the Department of Forensic Science

Many VCU students were surprised to learn about the
array of job opportunities available at the FBI. One student
noted on the post-event survey that attending the event
“was a transformative experience to see what other career
pathways were available.”

Students came from a variety of backgrounds and diverse
communities. Over the summer, the U.S. Department of
Education granted VCU with Minority Serving Institution
eligibility based on a focus of students who are from Asian
American and Pacific Islander backgrounds.

FBI Richmond and VCU are talking about bringing

additional community outreach programs to the campus in
the future. B

INTELLIGENCE ANALYST

Local Historically Black Colleges and Universities $ [EETEN
S e o RA

In September, FBI Columbia launched its first mentoring
program inspired by the FBI’s Beacon Program. FBI

staff will serve as mentors to 22 students from Benedict
College, Allen University, Claflin University, South Carolina
State University, and Morris College.

Each student was strategically matched with an FBI
employee based on similar interests and common areas
of study. Bureau personnel at all levels are participating in
this program, including senior leaders of FBI Columbia.

The pairs will meet periodically to discuss short- and
long-term goals, explore professional development oppor-
tunities, and share feedback on the program. Students will
also learn more about the FBI, potential career pathways,
and will receive guidance designed to help them succeed

WIET 2023 ---vevvvvveeeeereeeeeseeseesccceennneeee e

during and after
college. Additionally,
FBI Columbia plans
to host a tactical
training day with
SWAT and the
Evidence Response
Team, a day of
service, and a
career expo day for
participating students.

The mentoring program provides
a formal, one-on-one structure to
foster a culture of development and
learning for growing professional.

The program is expect-
ed to run through May and will conclude with a wrap-up
celebration at the end of the school year. B
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Community Outreach in Action

* INTEGRITY

FBI Buffalo recently participated in the

On Dec. 2, FBI Detroit provided an FBI careers
presentation to the Criminal Justice class at
Clinton County Regional Educational Service
Agency in St. Johns, Michigan. Students learned
about FBI history and career paths and about the
FBI’s Honors Internship Program.

On Nov. 7, FBI Chicago hosted a meeting of its local
Community Engagement Council. The group is composed
of community ethnic, religious, and minority leaders
who help the FBI better understand the cultures and

Employees from FBI Charlotte staffed a booth at
the HBCU Culture Legacy Foundation’s Battle
of the Bands on Nov. 6. More than 8,000 people
attended the event at Bojangles Coliseum and
enjoyed music, family-friendly activities, and
community building.

FBI Atlanta visited the DeKalb Agriculture
Technology & Environment Academy on Dec. 5
to serve as panelists for a community awareness
presentation. The audience was part of a STEM

Niagara County Trunk or Treat event.
Local, state, and federal law enforcement
and fire service workers provided treats
and information about the FBI’s Child ID
App to over 700 children.

On Nov. 9, FBI San Diego hosted a group
of Girl Scouts of the USA. The event began
with the reciting of the Girl Scouts motto
and included a fingerprint activity and a

communities they represent. club for women interested in science, math,

; demonstration by Zeke, FBI San Diego’s
cyber security, and other related disciplines.

emotional support dog. Zeke demonstrated
10 of the 80 commands he knows.

PEACE ISLANDS

On Dec. 14, FBI New Haven worked with the Peace
Islands Institute at the third annual Community

Law Enforcement Awards and Recognition Awards.
The event honored outstanding law enforcement
professionals from throughout Connecticut in
categories such as “Bravery & Courage” and
“Investigative Excellence.”

FBI El Paso hosted an LGBTQ+ roundtable
discussion Dec. 1. The meeting was held to
enhance points of contact with the LGBTQ+ )
community, provide assurances that the FBI is
here to protect civil rights, and provide a venue to
discuss concerns affecting the community.

Recently, FBI Norfolk participated in the Virginia
Beach Police Department’s Hispanic Citizens
Academy class. The presentation, given in
Spanish, gave insight into the FBI’s many roles
and job opportunities and how the FBI partners
with local law enforcement agencies.

In December, nspire
FBI Anchorage
participated in two
“Shop with a Hero”
events. Walmart
gave $100 to

each child, who
was paired with a
first responder or
law enforcement
representative to
shop, wrap gifts,
and spread holiday
cheer. The events
helped nearly 100
children in Wasilla
and Anchorage.

In November, the Nashville Resident Agency of
FBI Memphis held its first Collegiate Academy
at Tennessee State University, one of the field
office’s HBCU partners. Students went behind-
the-scenes to learn about the FBI’s investigative
priorities, the FBI Honors Internship Program,
and FBI specialty teams.

Approximately 12,000 students from 62
schools attended the Junior Achievement
Inspire Career Fair at the Louisville Expo
Center from Oct. 26-28. FBI Louisville
gave students an overview of FBI careers
and shared details about the community
outreach programs.
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community Qutreach Program

WHAT WE DO

The better we know our communities, the better we can
protect them. FBI community outreach specialists in
field offices across the country create and strengthen
relationships locally and nationally with minority groups,
religious and civic organizations, schools, non-profits,

and the American people.

The Community Relations Unit at FBI Headquarters

WHY WE DO

These partnerships have led to a host of crime
prevention programs, enabling families to stay safe
from fraudsters and cyber predators, businesses
to protect themselves from hackers and economic
espionage, schools, and workplaces to safeguard

against violence and illegal drugs, and all citizens

in Washington, D.C., partners with national organizations
to share information, support threat awareness, and @

develop meaningful initiatives.

OUR PROGRAMS INCLUDE:

Citizens Academy

The Citizens Academy Program fosters a
greater understanding of the role of federal
law enforcement in the community through
frank discussion and education. Business,
religious, civic and community leaders
participate in a multi-session program,
giving them an inside look at the FBI.

Community Engagement
Councils

These Councils are generally composed

of community ethnic, religious, and minority
leaders who help the FBI better understand
the cultures and committees they represent.
Participants discuss issues and concerns
within their communities and collaborate
with the FBI to identify solutions.

fbi.gov

Youth, Teen, & Collegiate
Academies

Middle school, high school, and college
students are provided presentations on topics
including terrorism, cybercrime, public corrup-
tion, polygraph exams, evidence response,
SWAT, and the day-to-day operations of a
typical FBI office. Students also learn about
career paths and internship opportunities.

Junior Special Agents

The Junior Special Agent Program aims

to provide elementary school students
with the information, skills, and discipline
necessary to stay away from gangs, drugs,
and crime. Students also take a course in
civics and learn about the FBI and ways in
which law enforcement helps to serve and
their communities.

to become alert to potential acts of terrorism.
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Community Awareness
Presentations

This shorter, more focused version of
the FBI Citizens Academy program is
conducted in partnership with a specific
community group. Community groups
identify topics that are of concern to
their organization for FBI subject matter
experts to address.

Director’s Community
Leadership Award

Since 1990, the Director’s Community
Leadership Award has been the principal
means for the FBI to recognize indi-
viduals and organizations that make
extraordinary contributions to education
and the prevention of crime in their
communities.

There are FBI outreach specialists in your community eager to partner with you.
Contact them today by visiting FBIl.gov/contact-us/field-offices.

Call your local FBI field office and ask to speak with a community outreach specialist.
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